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https://www.ipa.go.jp/security/security-alert/2026/alert20260501.html

https://access.redhat.com/security/cve/cve-2026-31431
https://ubuntu.com/security/CVE-2026-31431
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BMRocky Linux Eg5

Xroot T — ¥ — CEHEENHLETT,
X0S HiEFHrEEINT I,

- a2~ F.1-grub IC blacklist % &k
# grubby --update-kernel=ALL --args="initcall_blacklist=algif aead_init"

- axw v F.2- EREKMOR, OS FitEE) O £

# reboot

s Iw v F.3-0S HEE®%, LU0 a~<y N Tz

# cat /proc/cmdline | grep -o 'initcall_blacklist=algif_aead_init'

FITAEHR & L T initcall_blacklist=algif_aead_init DR % HERE L.
AFEIEIZTET TI,
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B Ubuntu LTS 22.04 / 24.04 BR5i

Xsudosu- a2~ N CA—N—2—H¥F—~2 4 vF 3 32, sudo HERTCEmNPHLHIETT,

X0S HiEFHrEEINT I,
- a~= v F.1-algif aead €Y 2 — LD — FLEFRE Z1EK
/etc/modprobe.d/ it T I disable-algif-aead.conf Z{ER L. Pt 2 frzsdib L 3,

install algif_aead /bin/false
blacklist algif_aead

a~ v FELTH :

cat <<'EOF' | sudo tee /etc/modprobe.d/disable-algif-aead.conf
# CVE-2026-31431 temporary mitigation

install algif_aead /bin/false

blacklist algif_aead

EOF

Xvi a= VY FETT7 7 AAMEERL, LBzl 3 2 THRET I wEHA,

- a= v F.2 - 0S HBiEdho Efw

# reboot
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- a= v F.3-0S fHEdR, UToa<y FCxkziE 1
#1smod | grep 'algif_aead' || echo "algif aead is not loaded"

FEITHGER & LT algif_aead is not loaded DR % 2
- a= v F.4-0S HEHR, UToa<y FCixikzifd.2

# modprobe -n -v algif_aead

FAITHER & LT install /bin/false OFRRZHEZL .
AFNEIETE T T,
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